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Who are we ?




Nicolas Decruyenaere

Master in Computer Sciences at UMONS
» Joined Necko Technologies in 2019

AWS Solutions Architect
AWS DevOps Engineer
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Necko Technologies

We support our customers through their
journey to the cloud
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In a few words 5 T

PA RT N E R » AWS CloudFormation Delivery
Advanced Tier * Well-Architected Partner
Services Program

Startup founded in 2017

Located at Mons

First Walloon AWS partner
AWS WAR Partner

Prix Mercure 2018 Y o Inno pépites 2018 AWS Service Delivery
Ville de Mons I I ‘e LME

la maison de I'entreprise "
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The team

* 14 Neckocos... for now (still recruiting)
« QOver 70 AWS certifications

» Very specifically skilled profiles
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AWS Cloud




Cloud computing

Cloud computing is the ability to get computer resources on demand from internet based
on a “pay as you go” tarification.

source: https:;//aws.amazon.com/fr/what-is-cloud-computing,/ SNECKO
technologies 13



Cloud vs On-Premises

S

Backup & Recovery Cost

®
oceovsscel gocscess
]

@ Cloud Base (SAAS) On-Premises

Security Compliance
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Local servers = problems

SURE AM GLAD
T AVOIDED
THAT
“CcLoup

Lock-IN"! 4
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Amazon Web Services

* No initial costs
e Payasyou go
 Automatic scaling

e |Infrastructure self-service

import.io

# Nextdoor lg n fealeyes‘ i flb{

¥slack  y5rkd ay. canany

bess] Atgps i’ 8

vodafone

@ Expedia DowIoNEs  dBcomo U novarris

5 5 ""'
CoNDIiE NAST S',Emﬁ,’}'fm " Adobe  ~omcasT
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AWS leader for 14 years

Figure 1: Magic Quadrant for Cloud Al Developer Services

Amazon Web Services

Microsoft

Alibaba Cloud

Baidu Y

Tencent®
Huawei Cloud Clarifai

Oracle

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of March 2023 © Gartner, Inc
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AWS Global Infrastructure




Regions divided in Availability Zones

load balancer

X

EC2 Instances EC2 Instances
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From on-premise to serverless

CUSTOMER DATA

PLATFORM & APPLICATION
MANAGEMENT

0S, NETWORK, FIREWALL
CONFIGURATION

NETWORK TRAFFIC
PROTECTION

SERVER-SIDE ENCRYPTION

CLIENT-SIDE DATA
ENCRYPTION / INTEGRITY

COMPUTE / STORAGE /
DATABASE / NETWORK
HARDWARE/AWS GLOBAL
INFRASTRUCTURE

Infrastructure

CUSTOMER DATA

NETWORK TRAFFIC
PROTECTION

CLIENT-SIDE DATA
ENCRYPTION

FIREWALL
CONFIGURATION

PLATFORM & APPLICATION
MANAGEMENT

0S5, NETWORK, FIREWALL
CONFIGURATION

COMPUTE / STORAGE /
DATABASE / NETWORK
HARDWARE/AWS GLOBAL
INFRASTRUCTURE

Container
services

CUSTOMER DATA

CLIENT-SIDE DATA
ENCRYPTION

SERVER-SIDE ENCRYPTION

NETWORK TRAFFIC
PROTECTION

PLATFORM & APPLICATION
MANAGEMENT

0S, NETWORK, FIREWALL
CONFIGURATION

COMPUTE / STORAGE /
DATABASE / NETWORK

HARDWARE /AWS GLOBAL

INFRASTRUCTURE

Managed
Service
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Managed services = Serverless

Pay per use

Reliability

Alerting focused on customer solution
Micro services
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AWS - Some services




AWS - Some services

Simple Storage Service (S3)

» Object storage service
» Versioning
* Encryption

* Lifecycle rules




AWS - Some services

ldentity and Access Management (IAM) I

Manage access to AWS resources

Roles

Policies

Least-privilege access/fine-grain permissions

S NECKO )
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AWS - Some services

AWS Lambda

 Run code serverless
* Event-driven

» Scaling




AWS - Some services

AWS DynamoDB

* NoSQL database
 JSON interface

e Accessin ms



AWS - Some services

AWS Step Functions Iﬁ—l—\

customer exists?

=2 S
o D

=\ Lambda: Invoke
| BN create customer

State machines ‘~

Workflow visualization tool

Step Functions: StartExecution

Works with lambdas, AWS API calls, ... Rl ko

.-’/’J

SNS: Publish
S ! @E’ apply for approval
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From ClickOps...




ClickOps ?

It’s adventure time !




Problems ?




Problems ?

S3 Bucket



Problems ?

Availability Zone

@ Private subnet (App) Private subnet (Data)

1 I
LT ' WordPress ! ElastiCache for Read EFS Mount
Gateway 1 i

1 Instance Memcached Replica Target

! Amazon
Aurora

E

Amazon
Route 53

~
>{}¢

; Application ; iAuto Scaling ! Amazon EFS

Amazon 1
CloudFront St

&l Public subnet] Private subnet; (App) Private subnet (Data)

1
1
1
1
i i :
I
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I
1 I
1
1
1

Memcached Master Target

‘Amazon
! Aurora
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4—_]‘—WordPress : @

Instance
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Problems ?

Time consuming

Not easily reproducible

No global vision of the infrastructure

No scaling

S NECKO
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Benefits ?




Benefits ?

« Easy to test an idea

e Useful to learn a new service
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.. 10 DevOps




DevOps ~

Unify application development and infrastructure management
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Availability Zone

@ Private subnet (App) Private subnet (Data)

1 I
LT ' WordPress ! ElastiCache for Read EFS Mount
Gateway 1 i
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! Amazon
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Infrastructure as code




Infrastructure as code

* Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

S NECKO
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Infrastructure as code

* Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

e Global vision
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Infrastructure as code

* Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

e Global vision

* Versioning
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Infrastructure as code

Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

Global vision

Versioning

Reproducible/consistency at scale
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Infrastructure as code

Instead of building the infrastructure, give AWS a template of
what you want so'it builds it for you

Global vision

Versioning

Reproducible/consistency at scale
Cl/CD integration
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Infrastructure as code

* Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

« AWS Cloudformation
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Infrastructure as code

* Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

« AWS Cloudformation

» Stacker, Sceptre, AWS SAM, Serverless Framework, ...
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Infrastructure as code

Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

AWS Cloudformation

Stacker, Sceptre, AWS SAM, Serverless Framework, ...

Terraform
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Infrastructure as code

Instead of building the infrastructure, give AWS a template of
what you want so it builds it for you

AWS Cloudformation

Stacker, Sceptre, AWS SAM, Serverless Framework, ...
Terraform

AWS CDK
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AWS CDK

* High-level object-oriented framework




AWS CDK

« High-level object-oriented framework

* Open-source (


https://github.com/aws/aws-cdk

AWS CDK

« High-level object-oriented framework
* Open-source ( )

« Multiple language support : Javascript, Typescript, Python,
Java, C#, Go
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https://github.com/aws/aws-cdk

AWS CDK

High-level object-oriented framework

Open-source ( )

Multiple language support : Javascript, Typescript, Python,
Java, C#, Go

Synthetizes Cloudformation templates

S NECKO
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How does it work ?




AWS CDK

How does it work ?

* App
e Stacks

 Constructs




AWS CDK

import {App, Stack, StackProps} from 'aws-cdk-lib';
import * as s3 from 'aws-cdk-1lib/aws-s3';

class HelloCdkStack extends Stack {

constructor(scope: App, id: string, props?: StackProps) {
super(scope, id, props);

}

const app = new App();
new HelloCdkStack(app, "HelloCdkStack");

LNECKO }
technologies 5




AWS CDK

It’s adventure time !




Use case - lloT LoRawWAN



Maximilien Charlier

PhD in Sciences UMons
Joined Necko Technologies in 2022

AWS Cloud Developer
loT Specialist

technologies 8




LoRaWAN

©

o

NETWORK SERVER
(For Roaming)

Application Layer f

\\\ Application Layer
LoRaWAN?® Link Layer

LoRaWAN® Link Layer

LoRaWAN® Regional
DEVICE Parameters GATEWAY NETWORK SERVER LoRaWAN® APPLICATION SERVER

‘(PN

)

JOIN SERVER

https://lora-alliance.org/about-lorawan/ . NECKO
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Lora : long range

- 200m indoor
- 10 km outdoor
- record:
- 1300 km with standard equipments
- 800 000 km with specialized equipment
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Lora

- since 2014
- created by Cycleo acquired by Semtech
- 300 million end devices in 2023
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Lora

- Adaptive baud rate (spread factor)
- Low baud rate (3 to 50 kbps/s)
- Sub-GHz (ISM radio band, free to use)
-  Frequence dependant to region
868MHz EU, 900MHz US
- Downstream 10 times lower than upstream

S NECKO
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LORAWAN: Device classes

Class A: battery powered (2 to 15 years)

RX1 Delay

-—_—
RX2 Delay

«~— >
Transmit Time On Air




LORAWAN: Device classes

Class B: Class A + period beacon

RX1 Delay
Ping Slot : =

<> RX2 Delay
<o

Beacon Period
S — T —— S — S — S —

S NECKO

technologies



LORAWAN: Device classes

Class C: Alway listening (connected to the grid)

L
Transmit Time On Air




LoRaWAN device

- Unique ID (EUID)
- Different authentications (based on keys)
- Session

S NECKO

technologies 66



Network types

- Public network:
- Proximus (be)
- Everynet (US, UK, IT...)
- Low orbit satellite constellation

- Private network:
- Gateways

= ATaT

verizon’

S NECKO
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Use case

Glass storage
Energy Management System



Glass manufacturing

500 meters long

AL FEED Q

Sand, soda ash, dolomite,
limestone, and a proportionate
amount of cullet are combined to
form the *batch’. Strict quality
controls and carefully monitored
temperatures throughout the
process maintain PFG's high
quality standards

\T BAT NNEALING LEHR
A continuous ribbon The glass is annealed and
of molten glass gradually cooled to 200°C to
floats along the relieve stresses and prevent
surface of molten splitting and breaking in the
tin. Irregularities are
melted out, ensuring
flat, parallel surfaces
in the glass.

cutting phase.

y & OFFLOADING
Five automatic stackers offload the glass
Using overhead cranes and fork-lift
6 trucks, the glass is warehoused for
ribbon is cut - <
distribution.
automatically

as it moves.

\
' PFG

Batch materials

are fed into the Glass is distributed by
furnace with full

road or rail throughout :
melting being South Africa and g it BUILDING
achieved a exported into regional
ut;‘uulX lbcl)(i“(‘ u:h’?n\cr\::\ ;u:rlhl“l\ G LASS
https://pfg.co.za/manufacturing-process/

Complementary video: https://www.youtube.com/watch?v=1HDWJgFLCfA technologies




Glass manufacturing

https:// www.goutu.com/wotch?v=SeRerGWYVc



Glass manufacturing

Typical triple glazed sealed unit make up

Edge Seal 3mm to back of spacer

S NECKO
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Glass manufacturing

Cooling water inlet ( .~ High voltage DC/AC power supply

Ny [LCooling water outlet
Electricity supply to coil 71 "/ Electricity supply to coil
|1l |

- Electric coil

Oxygen @
Electron @
Argon @

¢ ; ; —— Glow discharge

- Magnets

_~ Substrate

Gas inlet
‘””’"‘" .“‘L‘““‘_"U"‘““..""" : Substrate

" holder

Pump

https.//www.sciencedirect.com/topics/materials-science/magnetron-sputtering

Complementary video: https://www.youtube.com/watch?v=CBONNTwPA0A
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Use case

- Energy Management System

- Temperature of warehouses

- Consumption of heating system:
- Electricity consumption
- Gas consumption

- Goal: reduce heating then energy consumption

S NECKO
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Humidity and temperature sensors

- ambient temperature

- relative humidity

- dew point

- frequency from 1 minutes to
multiple days

- measurement aggregation

.....
eeeeeeeee
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Electricity measurement

- Tlrecord every 5 minutes

- Humidity and temperature

- Send index for each phase

- Send active, reactive energy
- Send active, reactive power
- Mean current, peak current
-  Power factor

S NECKO
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Measure and reduce reactive power




Pulse counter

- Gas and water meter can output
pulses

- open/close contact

- send index

S NECKO
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AWS Architecture




AWS architecture

loT devices




AWS loT Core (@ AWS loT

Core

- Manage loT sensors

-  Manage certificates

- Manage sensor location

-  Manage sensor firmware version

S NECKO
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AWS |loT Core for LPWAN (@ AWS loT

Core

- Manage loT sensors
-  Manage certificates

- Allow usage of LoORaWAN sensors

- Private and public network

- Handle rejoin between networks

- Allow uplink and downlink transmissions
- Event driven

S NECKO
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Event driven architecture
rO Plant site

LilLl

of)z

LoRaWAN

AT |_Communication
Communication ==

Public internet

e
o=
.
22
et

TTTTT Mo Processing| Datato MQTT
loT Sensor LoRaWAN loT Core
Gateway(s)

—

On premise TN

2 A
scripts @ s

VPN Connection

Timeseries Plant MQTT

Database

f.NECKO
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i loT Sensor1

loT Core

lora/sensor/ht/modelA/mqtt/plantA —»m—bdestination/mqulanm

Processing
Model A

lora/sensor/ht/modelB/dbA/plantB —»m—bdestination/dbA/plamB

Processing
Model B
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aws AWS Cloud |
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AWy AWS Cloud \
——
________________________________ AWS Step Function
—————— lotCore ~ ~ ~ 7 e g
l
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! I
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I
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)
l
l
LoRaWAN = I
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! RAW
: data
|< T Standardized output
1
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Ay AWS Cloud
e

lot Core

| Seénsor definition

R :'
Tlmeseris Repuillsh to
e

loT
Sensor Iynamo o ) values loT Cor
values name ot
(LorgWan ] ( association
Configuration) battery low

G@ 0 message received,

since x minutes

Message
received

I
I
l
LoRaWAN z I
Gateway(s) Sensor Topic :
1
Send to S3 et
| BRAW email notification
4 data
1 Message in queue
|< T Standardized output
1
MQTT I AWS Step Function
Plant Topic !
1
v : Error handling
! —In case of 3 failed executions
M |
|: | !
! Enabled manually
after email notification
loT rule | : i Failed
! event
———————————————————————————— J E queue
mdat e failed
mesgages

MQTT Plant




HT sensor automated configuration

AWS Cloud

AWS Step Function
HT notification
Type of message

Handle
HT message

HT_TOPIC Sensor config

/)

Stop config Last message
mode timestamp

Period less than 30 min ? -> Assign sensor to this topic

Add 'sensor config' message to
dowlink queue

SNECKO
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Result

- Reduce heating while avoiding condensation
- Good coverage in the plant
- Low percentage of message losses
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Contact and conclusion



You want to join us ?
Come on! '

technologies



Contact us

ﬂ Necko Technologies
m Necko Technologies
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Thanks for your attention!

Please ask your
questions now and feel

free to contact us later

contact@necko.tech @)[ﬁcﬁgﬁgg

www.necko.tech



http://www.necko.tech/
mailto:contact@necko.tech

